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Chapter 8: Network Security

Chapter goals:

x understand principles of network security:
A cryptography and itsnanyuses beyond confidentiality
A authentication
A message integrity
x Security in practice:
A firewalls and intrusion detection systems
A security in application, transport, network, link layers
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Chapter 8 roadmap

8.1 What Is network security?

8.2 Principles of cryptography
8.3Message Iintegrity, authentication

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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What Is network security?

confidentialitgnly sender, intended receiver should
understand message contents

A sender encrypts message
A receiver decrypts message

authenticatiosender, receiver want to confirm identity of
each other

message integriégnder, receiver want to ensure message
not altered (in transit, or afterwards) without detection

access and availabiéyices must be accessible and
available to users
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Friends and enemies: Alice, Bob, Trudy

x well-kknown in network security world
x Bob, Alice (lovers!) want to communicatsecurely
x Trudy (intruder) may intercept, delete, add messages

channel data, control
\ messages

data secure secure
sender receiver
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Who might Bob, Alice be?

X

X

é w adallifeBobs and Alices!

Web browser/server for electronic transactions

(e.g., oAine purchases)
on-line banking client/server
DNS servers

routers exchanging routing table updates

other examples?
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There are bad guys (and girls) out there

Q:What can a bad guy do?
A:A lot! See section 1.6
A eavesdrofintercept messages
A activelyinsertmessages into connection

Aimpersonationan fake (spoof) source address in
packet (or any field in packet)

A hijacking:take over ongoing connection by
removing sender or receiver, inserting himself in
place

A denial of servigarevent service from being used
by others (e.d., by overloading resources)
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3Message Iintegrity, authentication

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs
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The language of cryptography

€= plice s €= Bob s
K, encryption K gdecryption _ £ f

| key Tﬂ

decryption plamtext
algorithm |EEE——

SET g cneryption
@ algorithm

ciphertext

m plaintext message
K,(m) ciphertext, encrypted with key K

m = Kg(Ka(m))
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Breaking an encryption scheme

x Clphertext only attack: x known-plaintext attack:
Trudy has ciphertext she Trudy has plaintext
can analyze corresponding to ciphertext
x two approaches: A e.g., in monoalphabetic
A brute force: search cipher, Trudy determines
through all keys pairings for a,l,i,c,e,b,0,
A statistical analysis x chosenplaintext attack:

Trudy can get ciphertext for
chosen plaintext
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Symmetric key cryptography

@-}.’» K@—? 2.
s of%¥

1 fﬂ“}

plaintext  BEUSAZUEIUN ciphertext  [EEERYIlRE plaintext
message, m [Releleliligy algorithm >
K S (m) m = Kg(Ks(m))

symmetric key cryptoBob and Alice share same (symmetric)
key: Kg

x e.g., key is knowing substitution pattern in mono alphabetic
substitution cipher

Q:how do Bob and Alice agree on key value?

Network Security  8-11



Simple encryption scheme

substitution cipha&ubstituting one thing for another
A monoalphabetic cipher: substitute one letter for another

plaintext: abcdefghijklmnopgrstuvwxyz
ciphertext: mnbvcxzasdfghjklpoiuytrewq

€.g.. Plaintext: bob. i love you. alice
ciphertext: nkn. s gktc wky. mgsbc

&= Encryption kaywapping from set of 26 letters
to set of 26 letters
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A more sophisticated encryption approach

x N substitution ciphers, MM,, & ,, M

x cycling pattern:
A e.g., n=4: NIM;,M,,M;,M,;  M;, M, M, Mz, M, ..

x for each new plaintext symbol, use subsequent
subsitution pattern in cyclic pattern
A dog: d from M, o from M,, g from M,

é= Encryption ke:substitution ciphers, and cyclic
pattern
A key need not be justbit pattern
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Symmetric key crypto: DES

DES: Data Encryption Standard

x US encryption standard [NIST 1993]

x  56-bit symmetric key, 6bit plaintext input
x block cipher with cipher block chaining

x how secure is DES?

A DES Challenge: S6it-key-encrypted phrase decrypted
(brute force) in less than a day

A no known good analytic attack
x making DES more secure:
A 3DES: encrypt 3 times with 3 different keys
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Symmetric key
crypto: DES

— DES operation

Initial permutation

16 identical rounds of
function application,
each using different 48
bits of key

final permutation

64-bit inpul |
permule

It

RI |

v

2 | &2

13

R3

| 117

permuie

|A64~bi: cutput I

56bit key

48-bit K1

48-bit K2

48bit K16
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AES: Advanced Encryption Standard

x symmetrickey NIST standard, replacied DES
(Nov 2001)

x processes data in 128 bit blocks
x 128, 192, or 256 bit keys

x brute force decryption (try each key) taking 1 sec
on DES, takes 149 trillion years for AES
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Public Key Cryptography

symmetric key crypto — public key cryp
x requires sender, receiver x radically different
know shared secret key approach [Diffie
« Q: how to agree on key in Hellman76, RSA78]
first place (particularly if x sender, receiver dmot
never met )? share secret key
x publicencryption key
known to all
x privatedecryption key
known only to receiver
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Public key cryptography

__________________ = ¥ Bob s public
KB key

K" Bob s private
B key

. i
ol
N s

\

&

oy

r
[
=

\ R
plaintext SN ciphertext decryption glaintext
— . .
message, m [Reueelialy K* (m) algorithm EEEERELE
B

m = K (K. (m))
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Public key encryption algorithms

requirements:

@ need K;(-) and Kl's(-) such that
-+
KK m)) = m
@ given public key K;, it should be

Impossible to compute private
key K;B

RSARivest, Shamir, Adelson algorithm

Network Security 8-19



Prerequisite: modular arithmetic

x X mod n = remainder of x when divide by n
x  facts:
(a mod n) + (b mod n)] mod n = (a+b) mod n
(a mod n)- (b mod n)] mod n = (ab) mod n
(a mod n) * (b mod n)] mod n = (a*b) mod n
x thus
(a mod ny mod n = & mod n

x example: x=14, n=10, d=2:
(xmodnfmodn=4#mod10=6
xd=142=196 X¥mod 10 =6
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RSA: getting ready

x message: just a bit pattern

x bit pattern can be uniguely represented by an integer
number

x thus, encrypting a message is equivalent to encrypting a
number.

example:

x M= 10010001 . This message is uniguely represented by
the decimal number 145.

x 1o encrypt m, we encrypt the corresponding number,
which gives a new number (the ciphertext).
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RSA: Creating public/private key pair

1.choose two large prime numbers g.
(e.g., 1024 bits each)

2.computen=pq, z = (pl)(q1)

3.choosee (with e<n)that has no common factors
with z (e, zare relatively prime).

4.choosed such thated1 is exactly divisible by.
(in other words:edmodz =1).

5.publickey Is(n,9. privatekey Is

(n) prvtdey 50

KB Ke
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RSA: encryption, decryption

0. given (,9 and (1, as computed above
1.to encrypt messagm (<n) compute

c=mfmod n

2.to decrypt received bit patterrn;, compute
m =c9mod n

magic , - (m® mod n)d mod n

happens! —
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RSA example:

Bob chooses p=5, g=7. Then n=35, z=24.

e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z).

encrypting 8-bit messages.

€ e

bit pattern M _m c=m-mod n
encrypt: | !
P 0000000 12 24832 17
d d

C C —
decrypt: Sl N~ C Ymod n

17  481968572106750915091411825223071697 12
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Why does RSA work?

« must show that emod n = m
where ¢ = nf mod n

« fact: for any x and y:yx@"d 2)mod n

A where n=pq and z = {1)(g1)

x thus,
cd mod n = (nf mod nf mod n
=médmod n .,
— m(ed mod Z)mod N
= m! mod n

- m
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RSA: another important property

The following property will bereryuseful later:

-, + 3 ~ + -
KB(K B(m)) =m = K EgK ém))
use public key first,  use private key
followed by first, followed by
private key public key

result I1s the samel!
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Why KIS(K;(m)) = m = KgK _Egm)) ?

follows directly from modular arithmetic:
(m® mod n¥ mod n = nf4mod n

= m9 mod n
= (m9 mod nf mod n
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Why Is RSA secure?

x Suppose you know Bols public key (n,e). How
hard Is it to determine d?

x essentially need to find factors of n without
knowing the two factors p and g

Afact: factoring a big number is hard
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RSA In practice: session keys

x exponentiation in RSA Is computationally
Intensive

x DES Is at least 100 times faster than RSA

x use public key cryto to establish secure
connection, then establish second ke&y
symmetric session ke for encrypting data

session keyg K
x Bob and Alice use RSA to exchange a symmetric key K
x once both have K they use symmetric key cryptography
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography

8.3 Message integrifyauthentication

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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Authentication

GoalBob wants Alice to prove her identity to him

Protocol apl.@&lice says | am Alice

‘a:_ -!'l'_

i

—"

P Failure scenario??

Network Security 8-31



Authentication

Goal:Bob wants Alice to prove her identity to him

Protocol apl.@&lice says | am Alice

‘.__'i-l

. 's‘i‘“ in a network,

ge,g Bob can not see Alice,
so Trudy simply declares
,7/ ] .
v/ | am Alice herself to be Alice
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Authentication: another try

Protocol ap2.0: Alice says | am Alice in an IP packet
containing her source IP address

Alice s
IP address

I w Rl
| am Alice __; . ﬁﬁ

-aaﬂ Failure scenario??
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Authentication: another try

Protocol ap2.0: Alice says | am Alice in an IP packet
containing her source IP address

£

P Trudy can create
/ - a packet
Alice s . ~ Spoofing
IP address | | @m Alice Alice s address
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Authentication: another try

Protocol ap3.@&lice says | am Alice and sends her

secret password to prove It.

Alice s | Alice s )
IP addr | password | m Alice o8B
- 's‘fﬁ
Alice s -r-ﬁi? Failure scenario??
— OK
IP addr
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Authentication: another try

Protocol ap3.@&lice says | am Alice and sends her
secret password to prove It.

Alice s | Alice s
IP addr | password

| m Alice

Alice s
IP addr

=~ playback attack: Trudy
5! records Alice s packet

and later
plays it back to Bob

Alice s

IP addr

Alice s
password

| m Alice
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Authentication: yet another try

Protocol ap3.3Alice says | am Alice and sends her
encryptegdecret password to prove It.

Alice s |encrypted :
IP addr | password | m Alice o8B
- 's‘fﬁ
Alice s -r-ﬁi? Failure scenario??
D — OK
IP addr
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Authentication: yet another try

Protocol ap3.3Alice says | am Alice and sends her
encryptegdecret password to prove It.

Alice s |encrypted
IP addr | password

| m Alice

Alice s
IP addr

Alice s

IP addr

encrypted
password

| m Alice

record
and
playback
still works!
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Authentication: yet another try

Goalavoid playback attack

noncenumber (R) used onlgncan-alifetime

ap4.0to prove Alice live , Bob sends AliceonceR. Alice
must return R, encrypted with shared secret key

‘a"I_ -!'l'_

| am Alice
B R

£
K -B(R) Alice is live, and

N\* only Alice knows

key to encrypt
nonce, so it must

Failures, drawbacks? be Alice!
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Authentication: ap5.0

ap4.0 requires shared symmetric key
x can we authenticate using public key techniques?
ap5.0:use nonce, public key cryptography

| am Alice o
gﬁhé} \[_:L' E Bob Compu’[eS
- 1 + -
:,-;-‘_" J r_l_-*'| K R — R
<. (R) K AKA(R)) |
\ and knows only Alice

< Sendme your public key - could have the private

+ key, that encrypted R
M’ SUCh that
KA (KA(R)) =
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ap5.0: security hole

man (or woman) in the middle atthokdy poses as Alice
(to Bob) and as Bob (to Alice)

. ‘.','_'!'I_
| am Alice . | am Alice ekt
R
KT(R) R gl ]
LR Send me yout-puBIC key
+
KA (R) > K T >
Send me yeurpublic key
K., |
AT -
Trudy gets < KT(m)
-t
+ m = KT(K (m))
KA(m) sends m to Alice

m=K (K" (m) encrypted with
A A Alice s public key
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ap5.0: security hole

man (or woman) in the middle atteidy poses as Alice (to
Bob) and as Bob (to Alice)

-ri'*%;
— AT
> (ks

e

¥

5

difficult to detect:

x Bob receives everything that Alice sends, and vice versa.
(e.g.,so Bob,Alice can meet one week later and recall

conversation!)
x problem is that Trudy receives all messages as well!
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography

8.3 Message integraythentication

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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Digital signatures

cryptographic technigue analogous to hamdtten
signatures:

x sender (Bob) digitally signs document, establishing
he is document owner/creator.

x veriflable, nonforgeabéeipient (Alice) can prove to
someone that Bob, and no one else (including Alice),
must have signed document
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Digital signatures

simple digital signature for message m:

x Bob signs m by encrypting with his private key K
creating signed message, m)

Bob s message, m @, K _ Bob s private m K (M)
. : B key B
Dear Alice :
oh. how I h <ced ) Bob s message,
, NOW ave misse .
you. | think of you all the AU Ly m, signed
time! é(bl ah encryption (encrypted) with
Bob algorithm his private key
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Digital signatures

X

X

suppose Alice receives msg m, with signature: ggmix

Alice verifies m signed by Bob by applying Babublic key
K to Kg(m) then checks K(Kz(m) ) = m.

If Ki(Kg(m) ) = m, whoever signed m must have used Bob
private key.

Alice thus verifies that:

V Bob signed m

V no one else signed m

V Bob signed m and not m
nonrepudiation:

V Alice can take m, and signatur(_@(m) to court and
prove that Bob signed m
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Message digests—_. m

mesSsage
m
computationally expensive to l
publickey-encrypt long H(m)
messages
goalfixedlength, easyto- Hash function properties:
compute digital x manyto-1
fingerprint « produces fixeesize msg
x apply hash function H to digest (fingerprint)
m, get fixed size message , given message digest x,
digestH(m). computationally infeasible to

find m such that x = H(m)
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Internet checksum: poor crypto hash function

Internet checksum has some properties of hash function:
v produces fixed length digest (8t sum) of message
v IS manyto-one

But given message with given hash value, it is easy to find anoth
message with same hash value:

message  ASCII format message  ASCII format
IOU1 49 4F 55 31 lOU9 49 4F 55 39
00.9 30 30 2E 39 00.1 30 30 2E 31
9BOB 3942 D2 42 9OBOB 3942 D2 42

but identical checksums!
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Digital signature = sighed message digest

Bob sends digitally signed
message:

large

m

MeSSage;

v

Bob s @&

private ssssss
key K~
KB

— e

H(m)

digital
S Signature
(encrypt)

Alice verifies signature, integrit

of digitally signed message:

encrypted
msg digest

(e
|
%

Kg(H(m))

& » encrypted
msg digest
Kg(H(m))
large l
mesnsq,age BOEI_S = digital
puke'c g signature
RN (decrypt)
H(m) H(m)
\ /
equal
I?
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Hash function algorithms

x MD5 hash function widely used (RFC 1321)

A computes 12&it message digest instep process.

A arbitrary 128bit string x, appears difficult to construct
msg m whose MD5 hash is equal to x

x SHA1L Is also used
A US standardNIST, FIPS PUB 140
A 160-bit message digest
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Recall: ap5.0 security hole

man (or woman) in the middle atthokdy poses as Alice
(to Bob) and as Bob (to Alice)

. ‘.','_'!'I'_
| am Alice . | am Alice ‘ r:__L"ﬁ?
R a
KT(R) R wr
% Send me yout-puBIC key
+
KA (R) > K T >
Send me yeurpublic key
K., |
AT -
Trudy gets KT (m)
-t
; m = K_(K_(m))
KA(m) sends m to Alice

m=K (K" (m) encrypted with
A A Alice s public key
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Publickey certification

x motivation: Trudy plays pizza prank on Bob

A Trudy creates amail order:
Dear Pizza Store, Please deliver to me four pepperoni
pizzas. Thank you, Bob

A Trudy signs order with her private key
A Trudy sends order to Pizza Store

A Trudy sends to Pizza Store her public key, but says it
Bob s public key

A Pizza Store verifies signature; then delivers four
pepperoni pizzas to Bob

A Bob doesnt even like pepperoni
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Certification authorities

x certification authority (Gands public key to particular
entity, E.

x E (person, router) registers its public key with CA.
A E provides proof of identity to CA.
A CA creates certificate binding E to its public key.

A certificate containing B public key digitally signed by @/CA
says this is Es public key

Bob s @& digital +7
public ", signature Kg
key K 5 M (encrypt) <
.A = L]

Bob s . e v ﬁmﬂ privacl:tg 2% certificate for

0D S  im_ ,o° TEET | K i
identifying c;_ia';si‘r‘ﬁ aifiEER key '~ CA Bob s public key,
information g signed by CA
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Certification authorities

x when Alice wants Bols public key:
A gets Bobs certificate (Bob or elsewhere).

A apply CA s public key to Bobs certificate, get Bols
public key

T digital @=>Bob s
,KB 4 Signature -> —_ public
(decrypt) Kg key
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3Message Iintegrity, authentication

8.4 Securingreall

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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Secure emall

x Alice wants to send confidentiatraail, m, to Bob.
Ks &=

— Kg(m) Ks(m)
i Uy
éﬁ? g @@ 4'. g B
%‘? @ Zp  Internet i:KS c= r;x;,f

K- .
v Kg(Ks) K-EIS_(KS ) o

Ks' g Ks' @

Alice:

x generates randomymmetriprivate key, K
x encrypts message withsKfor efficiency)
x also encrypts Kwith Bob s public key

x sends both Km) and K(K¢) to Bob
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Secure emall

x Alice wants to send confidentiatreail, m, to Bob
Ks &=

S
4

£ g | - -
%\::' =P Internet Ks = a,:ﬁ,'ﬁi

A

Ks' g Ks' @

S Ka(Ks) <kg) e

Bob:
x uses his private key to decrypt and recoveg K
x uses Kto decrypt K{m) to recover m

Network Security 8-57



Secure email(continued)

x Alice wants to provide sender authentication message inteqgrit

Ka :@—?
v

m—s H() 'K,;(') Ka(H(m))

| | o
g% ?%’ Internet

x Alice digitally signs message

KA

V

Ka(H(m))

Ka()

@@'

—I*(m )

oA
E-t:-rf;

compare

"'I

.

H(9

|

H(m )

m

x sends both message (in the clear) and digital signature
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Secure email(continued)

x Alice wants to provide secrecy, sender authentication,

message integrity.
Ka: e

m—s| H() 'K;\(‘) Ka(H(m))

&4 KO3

m

57
Internet

.7

Alice uses three kédet: private key, Bobs public key, newly
created symmetric key
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3Message integrity

8.4 Securing emaill

8.5 Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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SSL: Secure Sockets Layer

x widely deployed security

x original goals:

protocol AWeb e-commerce
A supported by almost all transactions
I I rver ~ . .
) browsers, web servers Aencryption (especially
A https

credit-card numbers)

A billions $/year over SSL AWeb-server authentication

X _mechanisms_: [Woo0 1994], Aoptional client
Implementation: Netscape authentication

x variation-TLS: transport layer Aminimum hassle in doing
security, RFC 2246 business with new

« provides merchant
Aconfidentiality " gvallliigltieofwosa” TCP
Aintegrity PP

Asecure socket interface

Network Security 8-61

Aauthentication



SSL and TCP/IP

Application Application
SSL
TCP
TCP
IP P
normal application application with SSL

x  SSL provides application programming interface
(API) to applications
x  C and Java SSL libraries/classes readily available
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Could do something like PGP:

e=K;,
v

LG (> Ks0)

: ! @
m T ?%’ Internet
K= Kp()

c= A KE(KS )

+1

Kg @&

x pbut want to send byte streams & interactive data
x want set of secret keys for entire connection
x want certificate exchange as part of protocol: handshake pha
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Toy SSL: a simple secure channel

x handshake&lice and Bob use their certificates,
private keys to authenticate each other and
exchange shared secret

x key derivatioAlice and Bob use shared secret to
derive set of keys

x (data transfedata to be transferred is broken up
Into series of records

x connection closuspecial messages to securely
close connection
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Toy: a simple handshake

hello

oublic key certificate cirf
Kg*(MS) = EMS

MS:master secret
EMSencrypted master secret
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Toy: key derivation

x considered bad to use same key for more than one
cryptographic operation

A use different keys for message authentication code (MAC) and
encryption

x four keys:
A K. = encryption key for data sent from client to server
A M, = MAC key for data sent from client to server
A K, = encryption key for data sent from server to client
A M, = MAC key for data sent from server to client

x keys derived from key derivation function (KDF)

A takes master secret and (possibly) some additional random data
and creates the keys
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Toy: data records

why not encrypt data in constant stream as we write it to

X

TCP?

A where would we put the MAC? If at end, no message integrity

until all data processed.

A e.g., with instant messaging, how can we do integrity check over
all bytes sent before displaying?

Instead, break stream in series of records

A each record carries a MAC

r

A receiver can act on each record as it arrives

ISsue: Iin record, receiver needs to distinguish MAC from

data

A want to use variablkength records

length

data

MAC
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Toy: seguence numbers

x problemattacker can capture and replay record
or re-order records

x solutionput sequence number into MAC.:
A MAC = MAC(M,, sequence]|data)
A note: no sequence number field

x problemattacker could replay all records
x solutionuse nonce
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Toy: control Information

x problemtruncation attack:
A attacker forges TCP connection close segment
A one or both sides thinks there is less data than there

actually is.

x solutionrecord types, with one type for closure

A type O for data; type 1 for closure

x MAC = MAC(M,, sequence||type]|data)

length

type

data

MAC
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Toy SSL: summar

hello

[
—p

certificate, nonce

%; Kg*(MS) = EMS il

— 2

— bob.com

type 0, seq 2, data

type 0, s€d 1, data

encrypted

type 1, seq 4, close

[
—p

1, seq 2, close

type
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Toy SSL Isrt complete

x how long are fields?
xWhich encryption protocols?

x want negotiation?

A allow client and server to support different
encryption algorithms

A allow client and server to choose together specific
algorithm before data transfer
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SSL cipher suite

X C!pher suite common SSL symmetric
A publickey algorithm ciphers
A symmetric encryption algorithm A DES i Data Encryption
A MAC algorithm Standard: block

x SSL supports several Ciph erA 3DES i Triple strength: block
suites A RC2 i Rivest Cipher 2: block

o _ A RC4 1 Rivest Cipher 4:
X negotlatlon: C|Ient, server stream

agree on cipher suite SSL Public key encryption
A client offers choice ARSA
A server picks one
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Real SSL: handshake (1)

Purpose

1.

2
3.
4

server authentication

negotiation: agree on crypto algorithms
establish keys

client authentication (optional)
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Real SSL: handshake (2)

1.

client sends list of algorithms it supports, along with
client nonce

server chooses algorithms from list; sends back:
choice + certificate + server nonce

client verifies certificate, extracts serverpublic
key, generates pre_master_secret, encrypts with
server s public key, sends to server

client and server independently compute encryption
and MAC keys from pre_master_secret and nonces

client sends a MAC of all the handshake messages
server sends a MAC of all the handshake messages
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Real SSL: handshaking (3)

last 2 steps protect handshake from tampering

x client typically offers range of algorithms, some
strong, some weak

x manin-the middle could delete stronger algorithms
from list

x last 2 steps prevent this
A last two messages are encrypted
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Real SSL: handshaking (4)

x Why two random nonces?

x suppose Trudy sniffs all messages between Alice
& Bob

x next day, Trudy sets up TCP connection with
Bob, sends exact same sequence of records

A Bob (Amazon) thinks Alice made two separate orders
for the same thing

A solution: Bob sends different random nonce for each

connection. This causes encryption keys to be different
on the two days

A Trudy s messages will fail Babintegrity check
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SSL record protocol

data

data
fragment

MAC

data
fragment

MAC

record
header

encrypted

data and MAC

record
header

encrypted

data and MAC

record headecontent type; version; length

MAC:includes sequence number, MAC key M
fragmenteach SSL fragment‘bytes (~16 Kbytes)
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SSL record format

1 byte 2 bytes 3 bytes
content _
type SSL version length
data
MAC

data and MAC encrypted (symmetric algorithm)
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Real SSL =~ —rwedenson

. handshake: ServerHe\\o
CO n n e Ctl O n handshake: Certificate
handshake: ServerHe\\oDone
P
—_ L f_’*
handshake: ClientKeyExchange 9“1
Changec,'ph erSpec

everything handshake: Finisheq

henceforth

IS encrypted \ ChangeCipherspec
handshake: Finished

application datq
app\icat'\on_data

Alert: warning, close_notify
TCP FIN follows
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Key derivation

x client nonce, server nonce, and pneaster secret input
iInto pseudo randommumber generator.

A produces master secret

x master secret and new nonces input into another
randomnumber generator: key block
A because of resumption: TBD

x key block sliced and diced:
A client MAC key
A server MAC key
A client encryption key
A server encryption key
A client initialization vector (IV)

r

A server initialization vector (1V)
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3Message integrity

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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What is networlklayer confidentiality ?

between two network entities:

x sending entity encrypts datagram payload, payload
could be:
ATCP or UDP segment, | CMP n
x all data sent from one entity to other would be

hidden:

A web pages,-enail, P2P file transfers, TCP SYN packets
é

x blanket coverage
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Virtual Private Networks (VPNSs)

motivation:
x Institutions often want private networks for security.
A costly: separate routers, links, DNS infrastructure.

xVPN: 1 nst I-dfficettraff@ rs Sest ouem t e r
public Internet instead

A encrypted before entering public Internet

A logically separate from other traffic
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Virtual Private Networks (VPNS)

laptop
SliPsec

salesperson
in hotel
router w/ router w/
IPv4 and IPsec @ IPv4 and IPsec

e
branch office

headquarters Network Security 8-84



|IPsec services

X

X

X

X

data integrity

origin authentication
replay attack prevention
confidentiality

two protocols providing different service models:

A AH
A ESP
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|IPsec transport mode

4

IPsec

—

|

IPsec

x |Psec datagram emitted and received by-eystem
x protects upper level protocols
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IPsed tunneling mode

x edge routers IPsec x hosts IPseaware
aware
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Two IPsec protocols

x Authentication Header (AH) protocol

A provides source authentication & data integrity Imatt
confidentiality

x Encapsulation Security Protocol (ESP)

A provides source authentication, data integreyd
confidentiality

A more widely used than AH
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Four combinations are possible!

Host mode Host mode
with AH with ESP
Tunnel mode Tunnel mode
with AH with <SP

N\

most common and
most important

Network Security 8-89



Security associations (SAS)

x pbefore sending datasecurity association (SA)
established from sending to receiving entity

A SAs are simplex: for only one direction

x ending, receiving entitles maintatate information

about SA

A recall: TCP endpoints also maintain state info
A IP is connectionless: IPsec is connectiniented!

x how many SAs in VPN w/ headquarters, branch
office, and n traveling salespeople?
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Example SA from R1 to R2

headquarters Internet

branch office

R1storedor SA:

x  32-bit SA identifierSecurity Parameter Index (SPI)

x origin SA interface (200.168.1.100)

x destination SA interface (193.68.2.23)

x type of encryption used (e.g., 3DES with CBC)

x encryption key

x type of integrity check used (e.g., HMAC with MD5)
x authentication key
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Security Assoclation Database (SAD)

x endpoint holds SA state isecurity association
database (SAWhere It can locate them during
processing.

x WIth n salespersons, 2 + 2n SAs in READ

x When sending IPsec datagram, R1 accesses SAD to
determine how to process datagram.

x when IPsec datagram arrives to R2, R2 examines
SPI in IPsec datagram, indexes SAD with SPI, and
processes datagram accordingly.
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IPsec datagram

focus for now on tunnel mode with ESP

enchilada authenticated ———

<
<«

new IP
header

ESP
hdr

ESP
auth

SPI

Seq
#

encrypted >

S
s o
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What happens?

headquarters Internet

branch office

enchilada authenticated ———

« encrypted >

new IP ESP
header auth

/N O
s
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R1:convert original datagram to IPsec datagram

x appends to back of original datagram (which includes origina
header fields!) anESP trailer field.

x encrypts result using algorithm & key specified by SA.

x appends to front of this encrypted quantity th&SP header,
creating enchilada.

x creates authentication MAC over thehole enchiladasing
algorithm and key specified in SA,;

x appends MAC to back of enchilada, formpayloag

x creates brand new IP header, with all the classic IPv4 heade
fields, which it appends before payload.
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Inside the enchilada:

<

enchilada authenticated———

<«

new IP
header

ESP
hdr

ESP
auth

SPI

Seq
#

encrypted >

S
s o e

x ESP trailer: Padding for block ciphers

x ESP header:

A SPI, so receiving entity knows what to do
A Sequence number, to thwart replay attacks

x MAC in ESP auth field is created with shared secret key
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IPsec sequence numbers

x for new SA, sender initializes seq. #to 0

x each time datagram Is sent on SA:
A sender increments seq # counter
A places value in seq # field
x goal:
A prevent attacker from sniffing and replaying a packet

A receipt of duplicate, authenticated IP packets may
disrupt service

x method:
A destination checks for duplicates

A doesril keep track ofallreceived packets; instead uses
a W|ndOW Network Security 8-97



Security Policy Database (SPD)

x policy: For a given datagram, sending entity needs
to know if it should use IPsec

x needs also to know which SA to use

A may use: source and destination IP address; protocol
number

x Info In SPD indicateswhat to do with arriving
datagram

x Info In SAD Indicateshow to do it
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Summary: IPsec services

x suppose Trudy sits somewhere between R1 and
R2. she doesrnt know the keys.

A will Trudy be able to see original contents of
datagram? How about source, dest IP address,
transport protocol, application port?

A flip bits without detection?
A masquerade as R1 using R1P address?
A replay a datagram?
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IKE: Internet Key Exchange

x previous examplesanual establishment of IPsec SAs in
IPsec endpoints:

Example SA
SPI: 12345
Source IP: 200.168.1.100
Dest IP: 193.68.2.23
Protocol: ESP
Encryption algorithm: 3DES-cbc
HMAC algorithm: MD5
Encryption key: Ox7aeacatée
HMAC key: 0xc0291f é

x manual keying is impractical for VPN with 100s of
endpoints

x Instead uséPsec IKE (Internet Key Exchange
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IKE: PSK and PKI

x authentication (prove who you are) with either
A pre-shared secret (PSK) or
A with PKI (pubic/private keys and certificates).

x PSK: both sides start with secret

A run IKE to authenticate each other and to generate IPsec
SAs (one in each direction), including encryption,
authentication keys

x PKI: both sides start with public/private key pair,
certificate

A run IKE to authenticate each other, obtain IPsec SAs (one
In each direction).

A similar with handshake in SSL.
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IKE phases

x |KE has two phases
A phase lestablish bdirectional IKE SA
Anote: IKE SA different from IPsec SA
Aaka ISAKMP security association

A phase 2ISAKMP is used to securely negotiate IPsec
pair of SAs

x phase 1 has two modes: aggressive mode and
main mode
A aggressive mode uses fewer messages

A main mode provides identity protection and is more
flexible
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IPsec summary

x |KE message exchange for algorithms, secret keys,
SPI numbers

x elther AH or ESP protocol (or both)
A AH provides integrity, source authentication

A ESP protocol (with AH) additionally provides
encryption

x |Psec peers can be two end systems, two
routers/firewalls, or a router/firewall and an end

system
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Chapter 8 roadmap

8.1 What Iis network security?

8.2 Principles of cryptography
8.3Message integrity

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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WEP design goals ‘ﬁm

x symmetric key crypto T
A confidentiality
A end host authorization
A data integrity
x selfsynchronizing: each packet separately encryptec

A given encrypted packet and key, can decrypt; can
continue to decrypt packets when preceding packet was
lost (unlike Cipher Block Chaining (CBC) in block
ciphers)

x Efficient
A implementable in hardware or software
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Review:. symmetric stream Cighers

keystream
generator

key ——

— * keystream

x combine each byte of keystream with byte of plaintext to get
ciphertext:

A m(i) = ith unit of message
A ks(i) = ith unit of keystream
A c(i) = ith unit of ciphertext
A c(i) = ks()A m() (A = exclusive or)
A m() = ks(i)A c(i)
x WEP uses RC4
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Stream cipher and packet independenc

x recall design goal: each packet separately encrypted

x If for frame n+1, use keystream from where we left off for
frame n, then each frame is not separately encrypted

A need to know where we left off for packet n

x  WEP approach: initialize keystream with key + new IV for
each packet:

keystream

Key+IV o
YV packet generator

— keystream,,
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WEP encryption (1)

sender calculates Integrity Check Value (ICV) over data
A four-byte hash/CRC for data integrity

X

each side has 16dit shared key
sender creates 24it initialization vector (1V), appends to key: gives

128-bit key

sender also appends keyID (irb& field)

128-bit key inputted into pseudo random number generator to get

keystream

data in frame + ICV is encrypted with RCA4:
A B\bytes of keystream are XORed with bytes of data & ICV

A IV & keylID are appended to encrypted data to create payload
A payload inserted into 802.11 frame

encrypted
A —
Ke
v data ICV
~—_ — e — -
MAC payload
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WEP _encryption (2)

\Y}
(per frame)

Ks 104-bit key sequence generator
: ( for given Kg, 1V)

secre
symmetric . .
y lfl'v ||<2'V |I<3'V Im'v HI<N+1'V€' |N+1|2/ 802.11 " WEP-encrypted dat
plaintext 6!9 G? G? G? 6!9 €|!9 header plusICV
framedata——»d;, & & € v CRC @& CRG
plusCRC Lo L :
v Vv v v v Y
G G G & Cn+1 © CCn+g

new |V for each frame
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WEP decryption overview

encrypted
— — —
Ke
VA e data ICV
ID
~—_ — e — -
MAC payload

x recejver extracts IV

x Inputs 1V, shared secret key into pseudo random
generator, gets keystream

x  XORs keystream with encrypted data to decrypt data +
ICV

x verifies integrity of data with ICV

A note: message integrity approach used here is different
from MAC (message authentication code) and
signatures (using PKI).
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Endpoint authentication w/ nonce

Noncenumber (R) used onlgncedinalifetime

How to prove Alicéve . Bob sends AliceonceR. Alice
must return R, encrypted with shared secret key

B w» - ,ﬂ%“
EL}; J

(R) Alice is live, and only
Q'B\’Alice knows key to
encrypt nonce, so it
must be Alice!
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WEP authentication

022 < P22
g authentication request . %

nonce (128 bytes)

nonce encrypted shared key

success if decrypted value equals nonce

Notes:
x not all APs do it, even if WEP is being used
x AP Indicates If authentication is necessary in beacon frame

x done before association
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Breaking 802.11 WEP encryption

security hole:

x 24-bit IV, one IV per frame> IV s eventually reused
x IV transmitted in plaintext> IV reuse detected

attack:

A Trudy causes Alice to encrypt known plaintext dl, d5 d,
é

A Trudy sees: & d XOR k"

A Trudy knows ¢d, so can computek;”

A Trudy knows encrypting key sequencg’k,"” k,'" &
A Next time 1V is used, Trudy can decrypt!
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802.111. improved security

x numerous (stronger) forms of encryption possible
x provides key distribution

x uses authentication server separate from access
point
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802.11i: four phases of operation

NP : .
— AP access point

@/ i AS;
: : wired '
client station icati
network Authentication
server
‘ Discovery of
security capabilities
) TN ‘
‘ STA and AS mutually authenticate, together
generate Master Key (MK). AP serves as pass through
‘ STA d_erlves AS derives
Pairwise Master
Key (PMK) same PMK,
y sends to AP

@ STA, AP use PMK to derive

Temporal Key (TK) used for message

encryption, integrity Network Security 8-115



EAP: extensible authentication protocol

x EAP: eneend client (mobile) to authentication server
protocol

x EAP sent over separatdinks
A mobileto-AP (EAP over LAN)
A AP to authentication server (RADIUS over UDP)

W& P2
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Chapter 8 roadmap

8.1 What is network security?

8.2 Principles of cryptography
8.3Message integrity

8.4 Securing emaill

8.5Securing TCP connections: SSL

8.6 Network layer security: IPsec

8.7 Securing wireless LANs

8.8 Operational security: firewalls and IDS
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Firewalls

firewall

Isolates organizatiors internal net from larger Internet
allowing some packets to pass, blocking others

administered
network

trustedgood guys

public
Internet

. untrustedbad guy®
firewall
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Firewalls: why

prevent denia